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Al Governance Policy

Purpose

This policy outlines the acceptable use of artificial intelligence (Al)
technologies within Maryhill Housing Association. It exists to protect
customers, personal data, legal and regulatory compliance, service
delivery and our organisational reputation.

It aims to ensure responsible, ethical and secure use of Al tools to
support staff productivity, service improvement, risk management
and customer communications.

This policy does not automatically authorise any Al use. Al may only
be used where the relevant tool and use case have been approved
by the Al Review Group through the Al Approvals Process.

Scope

This policy applies to all use of Al tools for work-related purposes
across the Association.

It applies to:

* All employees, including agency workers, temporary staff,
sessional workers, volunteers, consultants and contractors

* Board members and committee members
* Third parties using tools to deliver services to, or on behalf of, the
Association where relevant

* Housing applicants, job applicants and the wider public, where
their data, communications or service experience may be affected

This policy covers the use of Al tools:

* On all devices, systems, networks and accounts used to carry out
work on behalf of the Association

* In all work locations, including offices, tenant homes, community
venues and homeworking environments set out in the Home
Working Policy

» Within Microsoft 365, housing management systems, customer
relationship management systems, finance systems, telephony
systems and any other digital platform that contains or processes
organisational information

It covers Al use involving:

» Data where the subject is a tenant, owner, staff member, Board
member, contractor, supplier, housing applicant, job applicant or
member of the public

* Internal operations, analysis, drafting, reporting and
communications




* Service delivery, including housing management, repairs and
complaints

* Decisions, workflow automation and content generation

Definitions

For the purposes of this policy, the following definitions apply:

Artificial Intelligence (Al)

Artificial intelligence (Al) is an umbrella term referring to the use of
digital technology to carry out functions that previously required
human intelligence. Al uses data to produce outputs such as
predictions, recommendations, automated decisions or generated
content. It includes:

* Machine learning systems - analysing large volumes of data to
identify patterns and make predictions or recommendations

» Generative Al tools - creating new content based on patterns
learned from data

* Rule-based Al systems - following predefined logic or decision tree
models to automate straightforward tasks

Al tools

Standalone Al software, Al features included within software already
used by the Association (for example, Microsoft Copilot), internally
developed or configured Al software, externally hosted or supplier-
provided Al software, tenant-facing Al software including chatbots,
and Al-enabled transcription or translation tools.

Significant decisions

A decision which produces a legal or similarly significant effect on an
individual. In line with ICO guidance (Automated decision-making,
including profiling | ICO), a decision producing a legal effect is
something that affects a person’s legal status or legal rights. A
decision that has a similarly significant effect is something that has
an equivalent impact on an individual’'s circumstances, behaviour or
choices.

In some cases, a decision that appears low impact in general may
have a significant effect for a more vulnerable individual. If staff are
unsure whether a decision is significant, they should consider
whether it could affect an individual’s financial circumstances, health,
reputation, employment opportunities, behaviour or choices.

Use case

A specific scenario where an Al tool is, or is proposed to be, used for
a particular purpose.

Recognised use case

A use case identified as appropriate and proportionate to the work of
the Association, which may be considered for approval.



https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/individual-rights/automated-decision-making/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/individual-rights/automated-decision-making/

Approved use case

A specific, agreed use case for an Al tool that has been formally
approved through the Al Approvals Process. Approved use cases are
linked to a specific tool and may be limited by role, group or
individual.

Human review

Review carried out by a member of suitably trained staff before Al-
generated content or outputs are relied upon, shared or used to
inform actions or decisions. Staff are expected to assess Al outputs
and, where necessary, challenge, amend or reject them.

Where an individual does not have sufficient subject-matter
understanding to assess an output confidently, they must escalate
the review to their line manager, who will advise or signpost to the
appropriate subject-matter expertise. The review must go beyond
spelling or presentation and consider accuracy, fairness, tone,
context and overall appropriateness.

Al Review Group

The group of individuals with authority to review and make decisions
on Al tools used, or proposed to be used, by the Association. The
group is comprised of the Chief Executive Officer, Director of
Resources, Head of Finance & IT, and the Governance &
Procurement Manager.

Policy
Statement

Our Position Statement

Maryhill Housing Association supports the use of Al where it
improves services, efficiency, accessibility or staff productivity. We
will only use Al in a way that is lawful, proportionate, secure and
consistent with our values. Al may support analysis, drafting and
administrative tasks but will not replace professional judgement or
accountability. We adopt Al cautiously, with appropriate governance,
transparency and oversight. This will help us to ensure Al tools are
used fairly and in the best interests of our staff, customers and
community.

Approval of Al Tools and Associated Use Cases

Al tools may only be used for work-related purposes where both the
tool and its specific use cases have been formally approved by the Al
Review Group through the Al Approvals Process.

Approval applies not only to the Al tool itself, but to the defined uses
cases for which it has been assessed. Risk assessment and
approval decisions are made at the level of each use case in context,
taking into account how the tool is used, by whom, and with what
data.




An Al tool may be approved for a defined set of use cases for certain
roles or groups, with additional use cases approved only for specific
roles or named individuals. Each approved use case will have its
own associated conditions, risks and mitigations.

Any use of an Al tool outside the approved use cases, or by a user or
group not explicitly permitted, requires further approval before it is
undertaken.

All approved Al tools, associated use cases, permitted roles or
groups, and any conditions will be recorded and maintained in the Al
Asset and Risk Register, which will act as the single source of truth
for approval and usage requirements.

For each approved Al tool, the Al Asset and Risk Register will record:

» The product name and supplier

* Product or version details

* The product owner and escalation contact

» Approved use cases

* Restricted use cases

* Who is allowed to use the tool

* Data types involved, including whether personal or special
category data is in scope

* Data Protection Impact Assessment (DPIA) and Equality Impact
Assessment (EQIA) details

« Identified risks and mitigations associated with the tool

* Approval date, review date and approval decision, for example
approved, approved with conditions, suspended or withdrawn

In addition to the Al Governance Policy, staff will be provided with a
simplified guide on the permitted uses and applications of Al and the
approval process.

Recognised Use Cases

The following categories describe the types of use cases that may be
considered for approval as part of an Al tool submission. Inclusion in
this list does not mean automatic approval:

* Transcription, translation and meeting intelligence

» Content creation, including routine, low-risk communications
* Scheduling and administrative support

+ Knowledge management

* Document and email summarisation

» Data preparation, querying and visualisation

* Analytics, forecasting and decision support

* Business process automation

* |IT operations support

+ Customer and employee insights




Risk Tiers

Each Al tool and associated use case will be assigned a risk level by
the Al Review Group at approval stage. The risk rating should reflect
both the tool itself and the nature of the approved use case(s).

* Low risk - internal productivity uses with no personal data and no
impact on tenants or staff. Tools and use cases assessed to be
low risk will be subject to a review interval of one calendar year
from the approval date, or date of last review.

* Medium risk - internal business uses involving organisational
information, where human review is still required. Tools and use
cases assessed to be medium risk will be subject to a review
interval of six calendar months from the approval date, or date of
last review.

* High risk - tenant-facing uses, staff-affecting uses, special
category data, or any activity associated with significant decisions.
Tools and use cases assessed as high risk will be subject to a
review interval of three calendar months from the approval date,
or date of last review.

Although review intervals are generally determined by the assigned
risk tier, the Al Review Group may review any approved tool or use

case at any time, adjust its risk level, suspend or withdraw access if
required, and request any additional conditions for approval at their
discretion.

Acceptable Use
Use of approved Al tools is only acceptable where:

* The user understands the purpose and limitations of the tool

» Appropriate human review is carried out before outputs are
relied upon, shared or used to inform a decision

* The content is amended where necessary to ensure it is clear,
accurate, appropriate and consistent with legislation, regulation
and the Association’s policies and standards

* Use does not involve prohibited data, unapproved use cases or
restricted activities set out in the Al Asset and Risk Register

* Use remains within the scope of the user’s role, authority and
access rights

Al tools may support staff in their work, but they must not replace
professional judgement or accountability. Al should not be used to
automate significant decisions without human review. Use of
approved tools for customer communications, casework or to support
decision-making is only permitted where explicitly authorised under
this policy.

Prohibited Use
Users must not use Al for:

» Generating, uploading, processing or sharing special category
data through general-purpose Al tools. Any processing of special




category data through Al-enabled systems must be built into an
approved Association system, subject to DPIA and approval
through the Al Approvals Process.

* Making solely automated decisions, or influencing significant
decisions, about any individual without human review, including
decisions about tenants or staff.

* Decisions about tenants, including tenancy outcomes,
allocations and prioritisation, arrears management, safeguarding
of adults or children, complaint outcomes or escalations, unless
explicitly approved and subject to appropriate human review.

» Decisions about staff members, including recruitment,
disciplinary action, grievance handling or performance
management, unless explicitly approved and subject to
appropriate human review.

» Drafting case-specific, complex or sensitive communications,
including those that involve arrears, complaints, allocations,
tenancy matters, safeguarding, legal notices or other sensitive
casework, unless explicitly approved and subject to appropriate
human review.

» Creating biased, discriminatory or offensive content

* Generating content that could be misleading or
misrepresentative of Maryhill Housing Association’s values or
policies

* Generating content that reduces clarity, accessibility or fairness
for tenants

» Any activity that violates data protection or intellectual property
legislation

* Impersonating any member of staff, Board member, supplier of
goods and services, or customer

» Generating legal notices without qualified human review

» Fabricating quotes, references, evidence or records

* Any purpose, use case or activity that has not been explicitly
approved through the Al Approvals Process

Some uses of Al require additional oversight due to potential impact,
sensitivity or risk. These uses will be restricted to specific employees
or job roles as recorded in the Al Asset and Risk Register and must
be approved by the Al Review Group before use. Approval will be
subject to defined conditions recorded in the Al Asset and Risk
Register.

Data Privacy and Security

All use of Al tools must comply with Maryhill Housing Association’s
Data Protection Policy and privacy statement, IT Acceptable Use
Policy, and any other policies relevant to specific use cases.

Al use must observe the Data Protection Principles set out in UK
GDPR legislation. All Al requests will undergo an initial screening to
determine whether a mini or full Data Protection Impact Assessment
is required before any approval is granted. This will be determined in




consultation with the Data Protection Officer as part of the DPIA
process.

The responsibility of staff to protect personal data, maintain
confidentiality, exercise professional judgement and comply with
legal and regulatory requirements must be upheld regardless of Al
use.

Transparency

Maryhill Housing Association will be open and proportionate in its
use of Al tools. Any Al-generated content used for business purposes
must be subject to appropriate human review before it is relied upon
or shared with another party.

Where appropriate and proportionate, individuals should be informed
when they are interacting with an Al tool rather than a member of
staff, or where Al is used in a significant way to support a process
affecting them.

Accountability and Oversight

Maryhill Housing Association is accountable for the use of Al tools in
business activity and will maintain oversight of Al use through
governance, risk, data protection, information security and
management arrangements, including the approval and review of
tools and use cases where required. Where there are sufficient
concerns around compliance, accuracy, security, fairness or risk, the
Association reserves the right to suspend or withdraw access to any
Al tool or use case.

All users of Al tools named in the Scope section of this policy are
responsible for complying with this policy and any related
procedures. This includes ensuring data is processed in accordance
with UK data protection legislation, reviewing Al-generated content
before it is used to inform any action, and escalating any concerns
promptly.

Managers are responsible for ensuring staff within their area
understand this policy, complete required training before using any Al
tools, use Al tools appropriately within the scope of their roles, and
have access to suitable subject-matter review where staff are unable
to confidently conduct human review of Al-generated outputs
themselves.

The Al Review Group is responsible for providing oversight of Al use
across the organisation, including approval of Al tools and use
cases, maintenance of the Al Asset and Risk Register, consideration
of associated risks, and ensuring that appropriate controls, training
and assurance mechanisms are in place. The Al Review Group will




provide periodic assurance reporting to SMT and, where appropriate,
to the Board on approved tools, use cases, risks, incidents and
review activity.

Training

Maryhill Housing Association recognises that effective and
responsible use of Al tools depends on staff understanding the
benefits and limitations of these technologies. All staff and any other
individuals authorised to use approved Al tools for work-related
purposes must complete appropriate Al training before using these
tools. Access to approved Al tools and use cases may be restricted
until the required training has been completed.

Training will be proportionate to the individual’s role, responsibility
and the level of risk associated with the approved Al use cases. As a
minimum, training will cover:

» Capabilities and limitations of Al use, including risks of over-
reliance on Al outputs

» Data protection, confidentiality and information security
requirements

* The requirement for human review and accountability for Al-
generated outputs

* Approved, prohibited and restricted uses of Al within the
Association

* Responsibilities for raising concerns, reporting incidents or
suspected misuse

Training may be delivered through a combination of internal
documentation, e-learning, externally provided training or any other
methods identified as appropriate by the Association. Refresher
training may be required where Al tools, use cases, or relevant
legislation, regulation or guidance changes. Managers are
responsible for ensuring staff within their service have completed the
required training and understand their responsibilities before using Al
tools to support the work of the Association.

Equalities

Maryhill Housing Association will use Al in a way that supports
fairness, accessibility and equal treatment. Al tools must not be used
in a way that creates or promotes discrimination, unfair bias, or
barriers to customers, staff or other individuals.

Users are responsible for taking reasonable steps to ensure outputs
are fair, appropriate and accessible, and that individuals are not
disadvantaged because of protected characteristics, vulnerability,
language needs or digital exclusion. This includes carrying out
appropriate human review of any Al outputs that make or could
influence significant decisions about any individual.




Use of Al must remain consistent with the Equality Act 2010,
Maryhill’'s Equality, Diversity and Inclusion Strategy, and Maryhill’s
Equality, Diversity and Inclusion Statement of Commitment. An
Equality Impact Assessment (EQIA) will be completed for all Al tool
approval requests as part of the Al Approvals Process.

Reporting

Any incidents, concerns or suspected misuse involving Al tools must
be reported promptly to any member of the Al Review Group or, in
their absence, the wider Senior Management Team. This includes,
but is not limited to:

+ Use of an Al tool that has not been approved

+ Use of an approved Al tool outside the approved use cases or
role-based permissions

» Concerns about accuracy, bias, fairness or inappropriate outputs

* Any actual or suspected personal data breach, security incident,
or inappropriate data sharing involving an Al tool

+ Use of Al outputs that may have informed or influenced a
significant decision without appropriate human review

Reports should be made in accordance with the Data Breach
Procedure and ICT Acceptable Use Policy.

Sustainability

We recognise that Al has environmental consequences, primarily
through resource consumption associated with data processing. Due
to the way Al services are delivered across multiple providers and
platforms, it is not currently possible to reliably measure our precise
environmental or carbon impact of individual Al tools or specific uses.

Given the Association’s size and nature of its work, Al is used mainly
for low-impact purposes. We do not carry out, and do not have a
business need for, highly resource-intensive Al activities such as
large-scale model training, automation or extensive data analysis.
We will focus on proportionate and practical controls to minimise
environmental impact, including avoiding unnecessary or excessive
use, favouring lower-impact approaches where possible, and
avoiding higher-impact Al activities.
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Policy Chief Executive
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